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Veeam Powered Network



Veeam PN (Powered Network)
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Veeam PN (Powered Network)

Use cases

« Connectivity with workloads in
Microsoft Azure

- Connectivity for remote-sites and
remote-users

- Complete Replication failover,
remote-sites network connectivity
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Veeam PN (Powered Network)

- Based on OpenVPN technology \\\
- Available: “QG i
« Microsoft Azure Market Place “‘e\ﬂ
+ On-Premises as OVA ‘050\
« Price-point / Licensing?? ?“'\6 a
4ee®™



Veeam Availability for AWS



Veeam Availability for AWS

Includes N2WS Cloud Protection Manager

- Cloud-native, agentless backup
and recovery using native AWS

sSna pShOtS e Veeam N2WS module

Veeam VBR module
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| Veeam Availability for AWS




Veeam Availability for AWS

Includes N2WS Cloud Protection Manager

- Cloud-native, agentless backup
and recovery using native AWS
sna pShOtS | Veeam N2WS module

Veeam VBR module

 Mitigate risk of downtime and
data loss for your AWS workloads
by decoupling backups
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Veeam Availability for AWS

Includes N2WS Cloud Protection Manager

- Cloud-native, agentless backup
and recovery using native AWS
snapshots
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Veeam N2WS module |

Veeam VBR module

 Mitigate risk of downtime and
data loss for your AWS workloads
by decoupling backups

AWS

smavenot | Veeam Availability for AWS

EC2 Instances |

- Take advantage of powerful, reliable
recovery technologies to achieve

= Agentless backup
industry-leading RTOs —— r-_,
EC2 Instances

Veeam Backup
Repository

Region / Zone




Veeam Availability Console
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Veeam Managed Backup Portal
IS becoming
Veeam Availability Console




Veeam Avalilability Console

Core functionality

Easily deploy, manage and monitor your customers’ entire
Veeam backup environment

@ Q & e

Remotely
Simplified discover Manage
setup & deploy & monitor Billing

28

Self-service



Veeam Avallability Console

Remote monitoring and management

Service Provider

Cloud

gateway
Veeam Availability
Console

B

Veeam-powered services —— »|
Single port (no VPN) | TLS-secured

Customer A

LT

Veeam Backup
& Replication
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Veeam Agent
for Microsoft Windows
(server)

Veeam Agent
for Microsoft Windows
(workstation)

—— Customer B

Veeam Agent
for Microsoft Windows
(workstation)

Customer C
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Veeam Availability Orchestrator



Veeam Availability Orchestrator

What is it?

Veeam tool for enterprises to:

 Plan
* Orchestrate
e Test

ﬁ‘ Veeam Availability Orchestrator
« Document

¥ weLcome DR Planning and Testing \ Failover Plans
# paskeoARD Q, P Launch /" Manage B verify Report
Site Plan Enabled State

© FAILOVER PLANS

AUTOLAE DR o Test Complete - Plan Rur
B virTuaL LABS
AUTOLAB DR Production Sharepoint System |_ Mot Verified - Never Tested
= c s
= REPORTS AUTOLAB DR Exchange Servers [ ] ¥ Not Verified - Check Failed
=] ' <
R AUTOLAB DR File and Print servers [] > NotVerified - Never Tested
AUTOLAB DR HR Web Portal ] ¥ NotVerified - Never Tested




Veeam Avallability Orchestrator

How to test?

Do test failovers
« With different people
« And with sabotage!

Once the test works:
* Do areal failover
* And a real failback!

@ Lab details DR TEST LAB

w0, Crrent Scate:
m POWERING OFF -
PROCESSING 71%

TBD] VIRTUAL LAB & FAILOVER PLANS

Run Halt Fdit T Resetstate Power off

TBD] VIRTUAL LAB

3D] Name

DR Test Lab

TBD] FAILOVER PLANS

3D] Name

Testing SQL and WEB

71%

Status

Halted @

Status

Completed @

[TBD] PLAN GROUPS
[TBD] Search by name

[TBD] Name

IFiSession

[FVMs in Job DR DC Replication

Q| show @ © 4| ©

Status

Completed @

Halted @




Veeam Avallability Orchestrator

Must | test apps manually?

J'-=|i| Process Replica VM
Check VM Network

Veeam Availability Orchestrator can confirm many apps W Check VM Heartbeat
with automated tests

L. Generate Event

. il Prepare DC for Test Lab
Custom scripts can be added for other tests
[ send Email

E‘ﬂ Shutdown Source VM

[ verify DNS Port

@Y Verify Domain Controller Port
38 Verify Exchange Mailbox

it Verify Global Catalog Port

A8 Verify 115 Website

a8 Verify Mail Server Port

a4 Verify Oracle DB
38 verify Sharepoint URL

|l Verify SQL Database



Veeam Availability Orchestrator

Can | prove the tests worked?

Veeam Availability Orchestrator
test history reports:

* Replica verification

* VM network checks

* VM heartbeat checks

* App and service checks

» Test duration (RTO)

Very informative — not just
for the boss, but for you too!

VM SQLVM
Back to VMs in Job TEST Application Group Summary

VM and Replica details

SOURCE (PRODUCTION)

s
A
akvcbdr.dev.amust.local
esx-prodl.amust.local
Shared Storage, Prod1_Local

Recovery result and duration

RESULT STEP NAME

| SUCCESS | Process Replica VM
SUCCESS | Check VM Network

| SUCCESS | Check VM Heartbeat
ERROR Verify SQL Database

Recovery Step Details

Process Replica VM
TIMESTAMP DETAILS

REPLICA (DR)

SQLVM_replica

DRVER

akveédr.dev.amust.local

DR Cluster

172.16.5.46

Shared Storage, esx-prodd.local2

START TIME DURATION

09:15:41  00:12:06
1 09:19:20  00:08:27
09:19:36 00:08:11
09:19:53 00:07:55

09:15:41 | Step 'Process Replica VM' execution started
| 09:15:41 |1 execution attempt
| 09:16:50 | Starting VM....

09:16:55 Powering on VM SQLVM_replica on host akvc6dr.dev.amust.local



Veeam Availability Orchestrator

How to document?

Veeam Availability Orchestrator reports
can be exported as .docx

Use custom templates
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Veeam Agent for Microsoft Windows



Veeam Agent for Microsoft Windows



Veeam Backup for Microsoft Office 365



Veeam Backup for Microsoft Office 365

New architecture look

Microsoft
Office 365

I
ﬁ VBO
=# Proxy

Re

ositories

e




Veeam Backup for Microsoft Office 365

General Improvements

VEEAM BACKUP FOR MICROSOFT OFf
e . .
- Scalability: multiple proxies
y: ) mOOHX
3 g
O (ad .@ 'ADD ORGANIZATION
Sttt Stop | Ensble Disable Edit Delete  Explore
F— . . . Job Control Manage Job Integration Office 365 connection settings
.
- Scalability: multiple repositories omanos
- Region: Default v
4§ Organizations (3)Job1 Running
7 veeambackupdiv3.onmicrosoft.com — Defark
[ veeambackupdiv3.onmicrosoft.de Germany
. “ fé&fsﬂ‘ (i Password: China (experimental)
- Even one org can be split over "o
STATUS DATA US. government DOD (experimental)
. . . .
multiple proxies/repositories
Bottleneck: Source Read rate: ADD ORGANIZATION
Lest backup: In progress... Write rate:
Organization deployment type
. H H [(© Enors | [+ Wamings | [ @ success | =
- Hybrid organization suppo ot
ACTION ) Hybrid deployment DURATION =
© Job sarted st 0042017 163557 ) On-premises Microsoft Exchange deployment
@ Connected to organization
" @ Mailboxes enumerated: 18 found
- New support for regions (German e e
H (%) Processing mailbox: dnikitin@veeambackupdiv3.onmicl
. ()) Processing mailbox: mresseler@veeambackupdiv3.onm|
h I n V ()) Processing mailbox: shogatov@veeambackupdiv3.onmi
e S e ) . . g O @ Processing mailbox: DiscoverySearchMailbox(D919BADS|
()) Processing mailbox: kyasyuk@veeambackupdiv3.onmic
@ Processing mailborx: room315@veeambackupdiv3.onmi
@ Processing mailbox: sofa@veeambackupdiv3.onmicrosq
@ Processing mailbox: shared2@veeambackupdiv3.onmic| Back Cancel
+ PowerShell/RESTful Bl S ’ o
Py () Processing mailbox:
& cacr RUCTUR
i EBACKUBINERASTRUCTURE (%) Processing mailbox: shared] @veeambackupdiv3.onmicrosoft.com...
N (%) Processing mailbox: t.
lﬁ HISTORY @ Processing mailbox: ozabelina@veeambackupdiv3.onmicrosoft.com
° WO rke r th read S/ba n d Width I i m it LICENSES USED: 12 CONNECTED TO: LOCALHOST  SUPPORT: 264 DAYS REMAINING
[ ]

Scheduling changes



Veeam Backup for Microsoft Office 365

Coming features in version 2.0

- Support for Sharepoint

- Support for OneDrive

HOME [T

bEm bO¥

Stat  Stop | Enble Disable Edit
Job Control Manage Job
ORGANIZATIONS

4 [ Organizations.
™ veeambackupdiv3.onmicrosoft.de
. veeambackupdiv3.onmicrosoft.com
4 %% Last 24 hours
() Running (1)
@ Completed

EBg oroanzations

UP INFRASTRUCTURE

By HisToRy

LICENSES USED: 2

X &

Delete  Explore

Integration

VEEAM BACKUP FOR MICROSOFT OFFICE 365

NAME T STATUS DETALLS LAST BACKUP
© OneDrive Trancharrad: LA KR item) at 2B/5 (0 it... 300420171935
© Job1 b st items) at7,.. 30.04.201717:36
W Stop
[ Explore latest Exchange state of Monday 01.05.2017, 0:00
[ Explore Exchange point-in-time state...
S | @, Explore latest OneDrive state of Monday 01.05.2017, 0:00 —___
“F; Explore OneDrive point-in-time state...
Sessionstatus:  Sul (I} Enale
AM EXPLORER FOR MICROSOFT SHAREPO!
Bottleneck: Sof @ Disable
Lest backup: ol g 0 LIBRARY
Xee NEE7 &
= M € []
© Erors | | M Wamings | | @ Suce| pestore Erport Save  Send | Advanced
Library Library Library Library ind
ACTION Restore Search
(© Job started at 30.04.2017 23:38:38 CONTENT DATABASES Search OneDrive of Kostya Vasyuk
© Connected to organization NAME
© Mailboxes enumerated: {0} found EXiEs R
@ Processing mailbox: ‘= ! (8 Folder2
@ Processing mailbox mresseler@veeamt IO e I8 Generted
(© Processing OneDrive: Kostya Yasyuk I8 Generated (Small)
© Transferred: 3,4 KB (1 item) 2t 2 B/s (0 it I8 Generated Subfolders
@ Job finished at 01.05.2017 0:00:47 1024.bin
Document22.docx
Rnd_64.bin

NEXT RUN
01.05.20171:00
01.05.2017 1:00
SIZE VERSION
10
10
10
10
168 10
12k8 90
64MB 10

REPOSITORY

Default Backup Repos...
Default Backup Repos...

CHECKIN COMMENT
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Veeam Content Pack for VMware Log Insight



Veeam Content Pack for Log Insight

Dashboards Interactive Analytics

Custombashboards Custom time range v [2017.03.0616:2157020 || 2017-05-08 112814564 | ¢

> My Dashboards
+ ADD FILTER

> Shared Dashboards

Content Pack Dashboards Successful backup jobs
20 I bi_activedirectory -
> DataGravity - Discovery Array b“q'1
M bj_tier1 apps
bj_tools
> General g I M bj_encrypted
: l = bj_ad
> Microsoft - Active Directory = 2““"‘1"‘““
I bj_tiertapps

‘ b o B EEE =ies

> Microsoft - SQL Server 0 I =0 M bj_mixed
3 Mar 20 Mar 27 Apr3 Apr 10 Apr 17 Apr 24 May 8 tierlapps v
” Microsoft - Windows
> VMware - VSAN Failed backup jobs
> VMware - vSphere = ::f:;?pm
. vmware
v Veeam Backup & Replication biad
L I bi_tiertapps

Overview -

Restores

Backup Jobs l

Backup Copy Jobs
Replication Jobs
SureBackup Jobs

System



Veeam Content Pack for Log |

Custom Dashboards

> My Dashboards

> Shared Dashboards
Content Pack Dashboards

> DataGravity - Discovery Array
> General

> Microsoft - Active Directory
> Microsoft - SQL Server

> Microsoft - Windows

” VMware - VSAN

> VMware - vSphere

Vv Veeam Backup & Replication
Overview
Restores
Backup Jobs
Backup Copy Jobs
Replication Jobs
SureBackup Jobs

System

Dashboards

Custom time range v

+

ADD FILTER

Interactive An

2017-03-06 16:21:57.029

Successful backup copy jobs

Failed backup copy jobs

]| 2017-05-08 11:28:14.564

B ¢

A mwhite

M bej_ad_local
bej_encyrpted

M bej_sql_local
bej_tools_local

M bcj_ad_cloud
bej_sql_cloud
bej_sal

M bej_ad
bej_ad_ods

M bej_sql_ods
bej_templates

M bej_ad_cloud
bej_sal_cloud

M bej_sql
bej_ad

M bej_tiertapps
bej_ad_ods
bej_sql_ods

M bcj_templates
bej_tools



Veeam Content Pack for Log Insight

Dashboards Interactive Analytics A mwhite

Custom Dashboards

> My Dashboards

? Shared Dashboards
Content Pack Dashboards

2 DataGravity - Discovery Array
> General

2 Microsoft - Active Directory
> Microsoft - SQL Server

> Microsoft - Windows

> VMware - VSAN

> VMware - vSphere

v Veeam Backup & Replication
Overview
Restores
Backup Jobs
Backup Copy Jobs
Replication Jobs
SureBackup Jobs

System

Custom time range v | 2017-03-06 16:21:57029 [ | 2017-05-08 11:28:14.564 8| e

+ ADD FILTER

All Veeam events

ar 13 2 [ Apr 24

Events grouped by backup job name Events grouped by level

M bj_encrypted - 500 W information
bj_activedirectory warning

I bi_sal merror
bj_tier1 apps

I bj_tools
encrypted

bj_ad I
I bi_templates
bj_tierlapps I I I I“ I I I
» LT L] g

| failed 0
. vmware v

License events

W expire




Veeam Content Pack for Log Insight

vm Log Insight Dashboards Interactive Analytics

Snapshot

information
warning
error

Countofevents v +  over time grouped by level v

-
~ | Custom time range (==
4 Match allv of the f filr 2017-03-07 00:21:57.029 2017-05-08 19:28:14.564
2V
X channel contains Veeam Backup
X level exists
X eventid does not contain 10050 10010 10090 150

+ ADD FILTER X CLEAR ALL FILTERS

Events

st Flelds #

"BCJ_E k +] channel
BCJ_Encyrpted’ has been started.

event_ty eventid

leve!

event_type
task r_backu € _typ

+) eventid
eventrecordid
hostname

BackupSync job 'BCJ_SQL_Local’ has been started.

ce channel event_

entid eventre:

task  vbr_backu

level
BackupSync job 'BCJ_AD_Local' has been started. providername
source ¢ r event_ty eventid eventre leve ne task  vbr_backup *) source
task

BackupSync job 'BCJ_Tools_Local’ has been started.

&

vbr_backupcopyjob



